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Abstract

This study aimed to develop an indigenous ethical framework for
the professional practice of Iranian psychologists and counselors in
the digital space. This qualitative study employed thematic analysis
based on the Braun and Clarke (2006) model. Participants included
13 highly experienced experts and practitioners in the field of
psychology and counseling in Iran, selected through purposive
sampling followed by snowball sampling. Data were collected
through in-depth semi-structured interviews, and the sampling
process continued until theoretical saturation was achieved. Data
analysis led to the identification of seven main themes and 25 sub-
themes. The main themes were: inadequacies of the current ethical
code and regulatory system, challenges related to privacy and data
security, erosion and violation of professional boundaries, ambiguity
in professional identity and role, conflict with fundamental ethical
principles,  technical ~ and  skills-related  considerations,
implementation barriers and proposed solutions, and cross-border
challenges. The core theme was identified as "the necessity of a
paradigmatic shift from in-person ethics to digital ecosystem ethics."
In response to the identified challenges, a set of practical ethical
codes was extracted and organized into five main pillars:
competence and transparency, confidentiality and data security,
maintaining professional boundaries, content production, and
interventions in specific circumstances. The findings underscore the
urgent need for the development and implementation of indigenous
ethical frameworks tailored to Iran's cultural and legal context.
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Introduuction

The rapid expansion of digital technologies and social media has fundamentally transformed the practice
of psychology and counseling, creating new opportunities for service delivery while simultaneously
raising serious ethical concerns. Traditional ethical codes, which were primarily developed for face-to-
face therapeutic settings, are no longer sufficient to address the complexities of online professional
practice. The present study aimed to develop an indigenous ethical framework for the professional
practice of Iranian psychologists and counselors in the digital space.

Ethics constitutes one of the foundational pillars of professional psychology and counseling,
shaping the quality, safety, and trustworthiness of therapeutic services. In traditional face-to-face
settings, ethical codes have long served as essential reference points for maintaining confidentiality,
protecting client welfare, and preserving professional integrity. However, the growing penetration of
digital platforms, social media, and online communication tools has profoundly altered the landscape
of psychological practice. In this evolving environment, psychologists and counselors increasingly
deliver services through virtual channels, interact with clients via messaging applications, produce
educational content for public audiences, and manage professional identities within digital ecosystems.
These developments have created novel ethical dilemmas that cannot be adequately addressed through
conventional regulatory frameworks designed for in-person practice.

Online psychological service delivery introduces multiple risks, including threats to privacy and
confidentiality, insecure data storage, blurred professional boundaries, and role confusion between the
therapist, educator, and influencer. Furthermore, the global circulation of imported ethical models may
not sufficiently reflect the cultural, legal, and professional specificities of the Iranian context. As a result,
there is an increasing need for a localized ethical framework that is both culturally responsive and
technologically relevant. Such a framework should provide clear guidance for the responsible use of
digital media in professional practice while safeguarding client rights and promoting ethical
accountability. The present study addresses this gap by exploring the ethical challenges encountered by

Iranian practitioners and identifying the essential elements of an indigenous ethical framework.

1. The Need for Ethical Transformation in Digital Practice

The transition from face-to-face therapy to digital service delivery requires more than a mere change in
communication medium; it demands a fundamental rethinking of ethical practice. In the digital
environment, clients may access services through synchronous or asynchronous communication, public
platforms, or hybrid formats that combine therapeutic and educational functions. This multiplicity of
formats complicates core ethical responsibilities such as informed consent, confidentiality, and

boundary management. Many current ethical codes remain anchored in conventional assumptions
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about physical presence and office-based treatment, failing to address emerging realities such as online
disclosure risks and the permanence of digital content. The study highlights a paradigmatic shift toward
“the ethics of the digital ecosystem,” requiring practitioners to account for cybersecurity, digital literacy,

and platform governance.

2. Methodological Rigor

This research employed a qualitative design using thematic analysis, following the rigorous six-phase
framework proposed by Braun and Clarke. Purposive and snowball sampling strategies were utilized to
recruit 13 experts in psychology and counseling in Iran, ensuring a diverse range of perspectives from
academia and clinical practice. Data were collected through semi-structured in-depth interviews, which
allowed for a deep exploration of participants’ experiences and professional insights. The interview
protocol focused on four principal domains: digital challenges, gaps in existing codes, regulatory
requirements, and feasibility of implementation. Data saturation was achieved, and the resulting
transcripts underwent systematic coding and thematic categorization to ensure the credibility and

dependability of the findings.

3. Analysis of Thematic Findings
The analysis produced seven major themes that reflect a complex constellation of ethical and
organizational issues:

Systemic and Regulatory Deficiencies: Participants emphasized that existing ethical codes are
outdated and lack the specificity required for telepsychology. There is a glaring absence of clear
guidelines for social media conduct and digital documentation.

Privacy and Data Security: In the digital realm, the sanctity of the “therapeutic space” is
vulnerable. Issues such as unauthorized data access, encryption needs, and the lack of secure
institutional platforms were identified as primary threats to client confidentiality.

Erosion of Professional Boundaries: Digital media often encourages informal communication
and “constant availability,” which can lead to boundary crossings. Distinguishing between a professional
persona and a private digital identity remains a significant challenge for modern practitioners.

Ambiguity in Professional Identity: The rise of the “therapist-influencer” has blurred the lines
between clinical intervention and public psychoeducation. This role confusion can undermine the
therapeutic alliance and lead to the commodification of mental health services.

Conflicts with Fundamental Ethical Principles: Core principles such as nonmaleficence and
beneficence require re-operationalization. For instance, obtaining informed consent in a virtual setting
requires a more detailed disclosure of technological risks than in traditional settings.

Technological Competence and Requirements: Ethical digital practice is inextricably linked to
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technical proficiency. Practitioners have a moral obligation to maintain “digital literacy” to ensure they
do not inadvertently harm clients through technical negligence.

Implementation Barriers and Solutions: The study identified a lack of institutional oversight as
a major hurdle. Proposed solutions include the development of a national secure platform for

psychological services and the integration of digital ethics into university curricula.

4. Pillars of the Proposed Indigenous Framework

Based on these findings, an indigenous ethical framework for Iranian psychologists should rest on three
primary pillars. First, Cultural and Legal Alignment, ensuring that digital practices respect local
norms and national privacy laws. Second, Technological Integrity, mandating the use of secure,
encrypted platforms for all clinical interactions. Third, Relational Clarity, providing strict guidelines
for managing social media interactions and preventing dual relationships in virtual spaces. By integrating
these pillars, the framework provides a robust guide for navigating the complexities of the digital age

while maintaining the highest standards of professional conduct.

5. Conclusion

The findings of this study demonstrate that the expansion of online psychological practice has created
ethical challenges that are not sufficiently addressed by traditional professional codes. The digital
environment introduces new forms of vulnerability related to privacy, boundary erosion, role confusion,
and technological insecurity. In response, Iranian psychologists and counselors require an indigenous
ethical framework that reflects the cultural, legal, and professional realities of the country while
remaining responsive to the distinctive demands of digital practice. This study contributes to the field
by identifying key thematic dimensions of ethical concern and by articulating the need for a paradigmatic
shift toward digital ecosystem ethics. Ultimately, the ethical future of psychological practice in Iran
depends on the ability of the profession to adapt its standards to technological change without

compromising the core values of care, responsibility, and respect for client welfare.
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